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500.000 recalled pacemakers
2 billion $ stock value loss
- The story behind

Tobias Zillner




Hacking Cyber-flaw affects 745,000 pacemakers

Hacking risk leads to recall of 500,000 o w0 augusizorr f O v [ <sh
pacemakers due to patient death fears

FDA overseeing crucial firmware update in US to patch security
holes and prevent hijacking of pacemakers implanted in half a
million people

Syimar, CA USA

Wireless models of St Jude-branded pacemakers can now receive a firmware update

A total of 745,000 pacemakers have been confirmed as having cyber-security
issues that could let them be hacked.

The Food and Drug Administration revealed that 465,000 pacemakers in the US
were affected, in an advisory note about a fix to the problem.
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Tobias Zillner, BSc MMSc
Lead IT Security Consultant | Co-Founder

* Expertise:
 Industrial Security
« loT security / Embedded
« OSINT
* Wireless security (SDR)
* Threat Modeling

« CISSP, CISA, CEH, OSCP, OSWP, IEC 62443, PRINCE2, COBITS5, ITIL

rn

. Lecturer at FH St. Pélten, Uni Wien He's a cool guy. His name is ‘two beers'.

"Two beers?”

m DEFC‘N V.Lwl; —— | EOATTSMPETCHGE “Yes, it's a german name!”

2/26/19

“Ohh! Tobias!”
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 Early 2016 a new medical security company ‘SZ’ Med
decided to assess pacemakers Vv

* Goal: Find 0-day vulns in pacemakers

* 4 vendors assessed

« Researcher for St. Jude Medical Project

2/26/19
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Merli'ii.

Patieat Care System™

Pacemaker Merlin Net
Implanted cardiac device (ICD) Alias “the cloud®

Home monitor
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Pacemaker

Merlin Net

Implanted cardiac device (ICD) Alias “the cloud®
Home monitor
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First attack vector
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* New generation is able to communicate wireless

* Medical Implant Communication System (MICS)
* low-power, short-range (2 m)
* high-data-rate
* 401-406 MHz (the core band is 402-405 MH2z)

 accepted worldwide for transmitting data
to support the diagnostic or therapeutic
functions associated with medical implant devices.

» Software Defined Radio / GNURadio

2/26/19



Information Gathering alpha ' strike

* Interviews
* Check FCCID

* Fccid.io
* http://www.comsearch.com/articles/emission.pdf
 Search for other devices from the vendor

* Google Patent search

* Product documentation

* RF chip, Firmware, Software

* Visual signal inspection

* Check frequency bands for legal issues



http://www.comsearch.com/articles/emission.pdf

FCCID alpha?strike

labs

App #

Document

Radiated & Conducted Emission for Base

Letter of Agency

External Photos

Confidentiality Request

Internal Photos

Block Diagram

User Manual

Label Artwork and Location

Circuit Diagram

Test Report

Type

Test Setup Photos
Adobe Acrobat PDF

Cover Letter(s)
Adobe Acrobat PDF

External Photos
Adobe Acrobat PDF

Cover Letter(s)
Adobe Acrobat PDF

Internal Photos
Adobe Acrobat PDF

Block Diagram
Adobe Acrobat PDF

Users Manual
Adobe Acrobat PDF

ID Label/Location Info

Adobe Acrobat PDF

Schematics
Adobe Acrobat PDF

Test Report

A S_L _ A_.._L _a e

Submitted
Available

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00

2012-08-31 00:00:00
12 00:00:00

g

2012-08-31 00:00:00
2012-08-31 00:00:00

2012-08-31 00:00:00

2012-08-31 00:00:00




FCCID alpha?strike

labs
VTech Telecommunications Ltd

Full Company Details: VTech Telecommunications Ltd - EW7
Company Code: EW7
Address:

VTech Telecommunications Ltd

23/F Tai Ping Ind Center Block 1 57 Ting Kok Rd

Tai Po NT, N/A N/A

Hong Kong

Application: 2.4GHz Digital Modulation Transceiver (Zigbee IP Bridge)

Equipment Class: DTS - Digital Transmission System

# Purpose Date Unique ID

1 Original Equipment 2012-08-31 UgbSemQONG2nSDvKIiPR8g==

H

Approved Operating Frequencies

App # (Line Item) Lower Frequency Upper Frequency Power Output Rule Parts

1(1) 2405.00000000 2480.00000000 0.0115000 15C
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ZigBee network device for separately
determining network parameter and assigning
addresses, and address assignment method
thereof

US 7996561 B2

ZUSAMMENFASSUNG

A ZigBee network device assigns addresses to its child devices. The ZigBee
network device includes a communication section that connects the ZigBee
network device to other devices and which communicates with the other devices;
a parameter determination section that determines at least one network
parameter; a calculation section that calculates addresses for child devices of the
ZigBee network device based on a determined network parameter, where each of
the child devices is connected to the ZigBee network device via the

communication section; and a controller that assigns addresses to the child devices of the ZigBee network device. At least one determined network parameter is at
least one of Cm, which indicates a maximum number of the child devices of the ZigBee network device, and Rm, which indicates a maximum number of the child

devices of the ZigBee network device which have routing capabilities.

BILDER (5)

FIG. 1 FIG. 2
(PRIOR ART) (PRIOR ART)

VAR T AV ANANNW

Veroffentlichungsnummer US7996561 B2

Publikationstyp Erteilung

Anmeldenummer US 11/151,651
Veroffentlichungsdatum 9. Aug. 2011

Priorititsdatum (?) 14. Juni 2004

Gebiihrenstatus (?) Bezahlt

Auch veroffentlicht unter US20050281207

Erfinder Myung-jong Lee, Yong Liu, Xu-hui Hu
Urspriinglich Samsung Electronics Co., Ltd., City
Bevollméchtigter University Of New York

Zitat exportieren BiBTeX, EndNote, RefMan

Patentzitate (11), Nichtpatentzitate (1), Referenziert von (1),
Klassifizierungen (23), Juristische Ereignisse (2)

Externe Links: USPTO, USPTO-Zuordnung, Espacenet

FIG. 3 FIG. 4 FIG. 5




Search in datasheet Q

Expand All

a 1 Device Overview
1.1 Features

1.2 Applications
1.3 Description

1.4 Functional Block Diagram

2 Revision History

© 3 Terminal Configuration and
Functions

0 4 Specifications
© 5 Detailed Description

© 6 Applications, Implementation,
and Layout
n-n. DR T .. S S -

CC110L acmve)

Value Line Transceiver
CC110L Value Line Transceiver (Rev. B)

CC110L Errata Notes

Description & parametrics [JeQIIGELEIEN IS Technical documents = Tools & software | Y% Sample & buy = Compare
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CC110L Value Line Transceiver (Rev. B)

SWRS109B - May 2011 - revised June 2014

PRODUCTION DATA.

1 Device Overview

1.1 Features

* RF Performance
* Programmable Output Power up to +12 dBm

* Receive Sensitivity Down to =116 dBm at
0.6 kbps

* Programmable Data Rate from 0.6 to 600 kbps

* Frequency Bands: 300-348 MHz,
387-464 MHz, and 779-928 MHz

« 2-FSK, 4-FSK, GFSK, MSK, and OOK Supported
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Signal to bits alpha?strike
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* Find a signal
* |solate the channel

e Use filters to remove out-of-band interference

* Detect symbol rate / baud rate
* Syncronize clock

* Symbols to bits
« Encodings: NRZ, NRZI, Manchester, 4b/5D,...
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* Energy depletion attack

* Crash attack

STJ Pacemaker Crash Attack More from Muddy Waters Capital LLC

@ Autoplay next video
dedth s Capital LLC o m

STJ Pacemaker C...

2/26/19 https://vimeo.com/180593205
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* Energy depletion attack g1 ) pacemaker Crash Attack

2 years ago More

@ Muddy Waters Capital LLC pro

* Crash attack

D> 2761 Q0 &1 1

Medsec demonstrates a crash attack against a STJ Pacemaker

1 Comment

STJ Pace Roberto Clemente 2 years ago
® vere What did | just watch? Have seen ISIS videos with greater production value.
Muddy Waters Cap

2/26/19 https://vimeo.com/180593205



We got stuck... alpha?stribﬂe

* Reverse engineering is very time intensive
* Researcher time is expensive

* Weak crypto is also hard to crack only with your eyes

* Decision point
1. We go into cryptoanalysis
2. Look for other attack vectors

2/26/19
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* Reverse engineering is very time intensive
* Researcher time is expensive

* Weak crypto is also hard to crack only with your eyes

* Decision point
1. We go into cryptoanalysis
2. Look for other attack vectors
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Merli'fl.

Patieat Care System™

Pacemaker Merlin Net
Implanted cardiac device (ICD) Alias “the cloud®

Home monitor
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What else to attack?
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272 DOOR
S/N1234567

Pacemaker

Implanted cardiac device (ICD)

Home monitor

2/26/19

Merlin Net

Alias “the cloud”




Merlin@Home
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* Home monitor for patients

* Transmits health data to doctor

* Huge comfort benefits for patient

* Available interfaces
* RJ11 jack
 USB interface

Merlin At Home Transmitter -Model#EX1150

$33.00
Buy it Now

Merlin At Home Transmitter -Model#EX1150

$29.75

MERLIN@HOME TRANSMITTER Model EX1151

$18.00
Buy it Now

2/26/19
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T ——

L N 'operatoro(none):~$
% : . operator@(none): s
operatorg( none) :~$
U operator@(none )i~$
operatorc(none):-s id
uld:lZ(operator) sgtii=9(root)
~$ s

devel_tnstall.sh setdev, sh setlog. sh
Operatorg( ~$ cd

operatoro(none).~$ ls

devol_tnstau.sh setdev, sh setlog, sh
peratorO(none):~$ s -1a

drwxr-xr-x 3 root root 0 Oct 171 2011 ,
drwxr-xr.x 20 root root 0 Jan ;3 00:00 .

© Apr 21 2008 .bash_htstory
52 Apr 24 2008 .bash_proftle
> 0 Oct 11 2011 ,ssh
84 Jul 13 2011 devel_tnstau.sh
“Ul 13 2011 Setdev, sh
2011 setlog.sh

“TW-r--p.. 1 root root
“rW-f--r.. 1 root oot
drwx-..... 2 root
“FeXr-xr-x 1 root
“reXr-xr.x 1 root

3operator0(nooe):/s El

Esc Q| -
2 ! -
-

Q
— o W
o A S
) ': Y

Fn Strg '
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What else to attack? alpha ' strike

labs

Merli'fl.

Patieat Care System™

Pacemaker Merlin Net
Implanted cardiac device (ICD) Alias “the cloud®

Home monitor
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What else to attack?

272 DOOR
S/N1234567

Pacemaker

Implanted cardiac device (ICD)

labs

alpha?strike

Home monitor

Merlin Net

Alias “the cloud”

2/26/19



What about the programmer? alpha ' strike
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St. Jude Medical 3510 Pacemaker Programmer with Warranty!!

$1,000.00

A
,z_

o

ST.Jude Medical Model 3510 programmer System

$585.00

St. Jude Medical Pacemaker Programmer Model 3510 with Warranty!!

$2,200.00

2/26/19
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NO ENCRYPTION?

"

i
| ALSO LIKE TO LIVEDANGEROUSLY

h "R .

2/26/19



The final piece in the puzzle alpha ' strike
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BT ——

EIEEMIEEEEIEE |8
Utwary function [ Outia [l Soputer Arcnon [ Unesgibored [l rstuction  External symbel

T Functions window oex DA View A o o M View- | r Suctes ) [ 1 Imports é Dagorts.

e nencrypted HD Tr. ) e B ) e ) O TR ) )

Jaten

* Java JAR files :D =
 No obfuscation

* Reverse engineering of code

2/26/19
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Merlin@Home as attack device P ' A

* Emergency shock

* Disable Tachy

More from Muddy Waters Capital LLC
VIBRATE Autoplay next video

[ConmProxy] found implantable
o =ws [MS] - Initialize IND ===
Y VI b rate [IMD]) Size of tx buffers: 2
[IMD] Number of tx buffers: 4
[IMD] Model number:
[IMD]) Serial number: 0x4900000 [redacted)
[IMD]) Hardware version: 102
[IMD] Software version: 18.14.148
[IND] Real-time clock: D7EA2503

[IMD) Device is RF capable
k [IMD] RF is functioning
IND] Auth en/dis: 1
* T-Shoc i)

[AuthCode] Got B0GEO [redacted)

=== [NS] - Sending Commands ses
[IND] Initiate Commanded Shock

 Demo videos released
* https://vimeo.com/187962970

More from Muddy Waters Capital LLC
EMERGENCY SHOCK hore from Muddy ¥

2/26/19
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Which message authentication code (MAC) is used? alpha?strike

A. No authentication

B. Propriatery (Let’s build our own ,,crypto”)

C. Hardcoded 24 bit RSA

D. 56bit DES

E. 1024Dbit RSA

2/26/19
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Which message authentication code (MAC) is used? alpha?strike

A. No authentication

B. Propriatery (Let’s build our own ,,crypto”)

C. Hardcoded 24 bit RSA

D. 56bit DES

E. 1024Dbit RSA
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Other crypto mistakes? alpha?strike
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A. "homebrewed” cryptographic algorithm

B. Hardcoded “Universal Key” as backdoor
C. one 32-bit RSA public key for all devices

D. Truncate calculated keys because of memory

2/26/19
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Other crypto mistakes? alpha?strike

A. “homebrewed” cryptographic algorithm

B. Hardcoded “Universal Key” as backdoor

C. one 32-bit RSA public key for all devices

D. Truncate calculated keys because of memoi
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Critical vulnerabilities with potentially lethal impact discovered

* Unauthorized user could remotely access a patients implanted cardiac device over
wireless interface

* Very easy debug access to Merlin@home device using an insecure hardware interface

* Insecure storage of source code on the home device/programmer

* Simple replay attacks for battery depletion

* Reprogramming of the pacemaker using wireless

* Static keys everywhere

2/26/19



What about security certifications? alpha ' strike

INFORMATION SECURITY GUIDE

Broadband Kit
Executive Summary
@8 This docu St jude Medical utilizes a holistic approach to protecting

controls Ir

“the confidentiality, integrity and availability of health

connectivi .

as it comr mformation by addres.sir.wg thg risks to the entirg iInformation

(PCN).
Assura

2/26/19
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Merli'ii.

Patieat Care System™

Pacemaker Merlin Net
Implanted cardiac device (ICD) Alias “the cloud®

Home monitor
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Vulnerability disclosure

What was special?
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Security

What was special? Muddying the waters of infosec: Cyber
upstart, investors short medical biz -
- MedSec licensed research to Muddy then reveal bugs
Waters (Hedge fond) Some sharks wear suits and ties
By lain Thomson in San Francisco 26 Aug 2016 at 00:37 20(L) SHAREY

* Muddy Waters is an investment company
known for investigating companies,
finding problems like accounting fraud,
and profiting by shorting the stock of
misbehaving companies.

* Muddy Waters took short position in
St.Jude Medical stock and bought shares
from competitors

Analysis A team of security researchers tipped off an investment firm

about alleged software vulnerabilities in life-preserving medical

2/26/19 . : :
equipment in order to profit from the fallout.



Muddy Waters published findings report
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Muddy Waters Capital LLC

o muddywacraesearch
Darocnor of Rescarch: Carson C. Block, Esg.

By downloading from, or viewing material oo the Maddy Waters Revcarch webuite, you agree 4o the following Torma of Service.
You agree that use of Muddy Warers Capital LLC s sescarch is ot your esn riske 1o se event will you held Maddy Wasers Capinl
rading

LLC, Muddy Watkers, LLC o sy affilatod party Sable for amy direct or indiect

losses camnad by amy information on this

site. You further agree b do your own resesech snd dee dilipence before making sy mrvestment decision with respect 10 securites

coverod herein. You repeescnt Shat you have sufficicnt snvortmment sophistication % ¢t
openeon comtmnad herewn You farther agree S you will e comammiiate She comey
it person hus agroad 10 be bousd by thowe same torms of service. If you do

other person, you are bunding your princpal 1o Bese sane Terms of Sen e

You heuld ssvume that as of the publication date of our reperts and research, )
with or throagh our members, partsces, affliates, compley ces, and or comultant
andor thelr clients sndor by estars, has & shart position in ol stoks (and or ap
1o Uhe shock) and bonds cosered hereim, sad therefare stands 1o realioe sigaifican
Geclines. We lntend to continee tramsactiag In the secerithos of lmers covered o0
and we may be bong, \hort, or acwiral st any tme regardion of our laitial posith

This is st an offer %0 sell o & solicitaton of an offer 1o buy sery secenity, nor shall M
o from asy pervon through this repoet oe reports on the webuite. Maddy Waters Cape
cely in the Usitod States, bat it docs not render inrvestment advice bo syone unlons it
evidencod | wiiting

If you are m the United Kingdos, you coafirm that you soe accoming rescarch and m
| falling within Anticle 19 of the Firuncial Services and Madkets Act 2000
IOk o (b) high nct woeth comty falling withis Amicle 3% of the FINO.

Our poncarch and roports cxprows oer opamons, which we have hanod upon penerally 3
ol deduction theeugh our due diligence and analytical peocess. To the best of owr o
berem i sccueste and relishle, and has boen obtsined from public sosrces we believe
nsdors oF connected persans of the sock covenad horen of who may others ise owe
e vauce. However, wach information is prosestad “as in," without warranty of any k
Waners Capetal LLC makies mo pepreseniathon, express of mpliod, as 4 B accwncy. |
nformation or with rogaed %0 the rowalts 10 be cbisined from its we. Farther, sery repe
amalyus and opinion. All exprossions of opisten are subpect 1o change withour notice,
endertake to update of supplemont sy reports of any of the imformation, salyss and

You agree oot 10 Sinbne this informanon (nhether the downloadad le, copaes | im
0 any manacr other than by providing the following lisk: bp:\wew maddywascnn
Maddy Waters Copimal rescarch in sery sumncr ofher has by download from that bk
poing w0 that liak and agrocing o B¢ Torma of Service. You farther agroe that any diy
mwmml;mm%hmwa-@uﬁllkml
regand 4o sy conflict of law pa You dertly agree oy
pnﬂ:lmdmwmhm-ﬂnksuuof(‘alﬁ-nnlumn
Low, grven thae Meddy Waters Capital LLC Sas offices in California. The faiuee of ¥
enforce any Hight of provisien of these Terms of Service shall pet constitete & waver
Bose Tormm of Service is found by a coert of competont arndiction o be invalid, the
shoukd endeavor 10 pve efTect 10 The parthes” imsentuons as reflecsad in the provisien a
of Service rersain m full force and effect, in particulss as 1o this poversing law and o
of any statwte of Rase 10 The CoRrary, sy Rainn of Couse of acthom ansing ot of of rel
bereim mast be fiked within onc (1) year aficr vach clairs of cause of action arosc of by

Regart Date Aupn 25 2016 Stwek Price: S0 3%
Company. Market Cap: S50 bilken
S1 bode Modwl. bnc.
Fleat 9795,
Tiker:
sTus Aversge Vebume |3 midlon e
Indutry Modcal Devices

This version has been updated state Shat Dr. Nayask speaks for himclf, and not his essployer,
Summary

Muddy Wiasces Caprnal is sheoet St Jude Madical, Isc. (ST US).' There is & strcag possabdility
that close 10 half of STI's revense is about o Esappear for approvemately two years. ST)s

KDy, and CRTs might - and in our view, should - be recalled and remedined.
(These devices collectively were 46% of ST)'s 2018 revenec. ) Based on comvenations with
induntry experts, we etimate remedation wousld take at ket two yeans. Even lacking a recall,
the product safcty tsues we peesest in thes report offer unncconsary health naks and dhould
eeeTve senious notice ameng hospitals, phyucians and candiac patsmts.

We have soon demonstrasons of two types of cyber attacks agamst ST) implantable cardias
dnko(‘(‘.du:()nm’): :mh Mlhmm(‘udtxlhmhm

g by ap Iy pacing a s mrud.-bumy&-muh-
Mhmwmfdm&\ww—tn Despite baving no
qkn«unty.Mou)“mhub«ndk»nﬂxmm-kymlh-hbwm
theso attacks.

We fiad ST Cardac Devices’ vulnerabalities orders of de more worrying than the
madical device hacks that have been publicly dacussed in e past. These anacks take less shall.
can be directed randomly at any ST) Candiac Device within a rosghly S0 foot radies,
wmua«malmn«yhpnmn!mwy.mnwmwu

Irandreds of 1 devices STI has disridaned.” The STJ
CCosysIem, hl«hmuuuaf(ﬂx Devm ST ;mu\. nwmoﬂ‘mm
and home devives, has fh These iblities highly likely

could be exploited for mamerous other types of smacks.

Incrabiliscs can sppaserly Be explodtiod by low Jevel hackers. Iacrodibly, STJ has
Iam-llychmwmhhafmho(‘\qiukmk in the form of home meanonng
usits (callod “Merlmin home™) that m cur epimicn, greatly opes up e STJ coonystemn to atacks.
These usits are readily availsble ca Ebay, ussally for no more thas S35, Merlingbhoeses
pencrally lack cven the most basic forms of socurity, and an this report shown, can be explostad

' T s poiions are beld by Sunds Muddy Wasers Capital L1C manages.
'hm—-nl&n:h Likety Jawt Two of Many Possielties ndra.
"I wond have heon illepal e sompd b valhdate the lanpe scoale atiack Shourics.

2/26/19
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* Vulnerability disclosure process?

Muoddy Waters Capital LLC
infoimuddywacresearch com

Darecoor of Rescarch Canson C. Block, Esg.
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 Vulnerability disclosure process?
* No notification to vendor

"We were worried that they would sweep this
under the rug or we would find ourselves in
some sort of a hush litigation situation where
patients were unaware of the risks they were
facing," said Bone, an experienced security
researcher and the [former head of risk
management for Bloomberg LP, the parent of
Bloomberg News. "We partnered with Mud
Waters because they have a great history o
holding large corporations accountable."

CAPITAL

Muddy Waters Capital LLC
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The Impact

alpha?strike
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* Stock price fell 12% before
trading being halted the day
they went public

e 2 billion $ value loss

« 2.000.000.000 $ value loss

St. Jude Medical, Inc.
NYSE: STJ - Aug 26, 7:57 PM EDT

78.01 usp 40.19 (0.24%)

After-hours: 78.71 40.90%

1 day 5 day 1 month 3 month 1 year 5 year max
W-

Open 77.711 Mkt cap 21.13B

High 78.18 P/E ratio  33.87

Low 75.34 Div yield 1.59%
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Official response alpha?strilkbe

"We have examined the allegations made by Capital and MedSec on
August 25, 2016 regarding the safety and security of our pacemakers and
defibrillators, and while we would have preferred the opportunity to
review a detailed account of the information, based on available
information, we conclude that the report is false and misleading.
Our top priority is to reassure our patients, caregivers and physicians
that our devices are secure and to ensure ongoing access to the proven
clinical benefits of remote monitoring. St. Jude Medical stands behind
the security and safety of our devices as confirmed by independent
third parties and supported through our regulatory submissions."

2/26/19



The Reaction alpha?strike
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* St. Jude disputed vulnerability claims and sued the researches and Muddy Waters

C @® Not Secure | media.sjm.com/newsroom/news-releases/news-releases-details/2016/St-Jude-Medical-Brings-Legal-Action-Against-... w @ E‘a 99 e

NEWSROOM ~ CAREERS INVESTORS ()  ENGUISH (UNITED STATES) » um < O

HEALTH CARE PROFESSIONALS PATIENTS ABOUT ST. JUDE MEDICAL

St. Jude Medical seeks to hold these firms and individuals accountable for their false and misleading tactics,
to set the record straight about the security of its devices, and to help cardiac patients and their doctors
make informed medical decisions about products that enhance and save lives every day.

ST. JUDE MEDICAL BRINGS LEGAL ACTION AGAINST MUDDY
WATERS AND MEDSEC

SEPTEMBER 07, 2016

St. Jude Medical Turns to the Court to Hold Muddy Waters and MedSec Accountable for their Financially Motivated False Statements and Scare Tactics
Aimed at Patients with Heart Conditions

ST. PAUL, Minn.--(BUSINESS WIRE)-- St. Jude Medical, Inc. (NYSE:STJ), a global medical device company, announced today that it has filed a lawsuit

against Muddy Waters Consulting LLC, Muddy Waters Capital LLC, MedSec Holdings, Ltd., MedSec LLC, and three individual defendants who are principals

2/26/19 in these firms, for false statements, false advertising, conspiracy and the related manipulation of the public markets in connection with St. Jude Medical’s
implantable cardiac management devices. With this action, St. Jude Medical seeks to hold these firms and individuals accountable for their false and
misleading tactics. to set the record straight about the security of its devices. and to help cardiac patients and their doctors make informed medical decisions




The Reaction alpha?strike
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* In October 2016 an independent 3rd Party verified the

claims
BISHOP FOA

IN THE UNITED STATES DISTRICT COURT 11.  Bishop Fox replicated first-hand many of the attacks described in the Muddy Waters
report dated August 25, 2016".
a. We verified that the Merlin@home devices can be used to reprogram and
St. Jude Medical, Inc-’Plaimiff, issue Programmer commands to pacemakers and ICDs
vs. Case No. 0:16-cv-03002 (DWF/JSM) b. We replicated an attack that used a modified Merlin@home and a laptop to
Muddy Waters Consulting LLC, Muddy DEFENDANTS® ANSWER AND cause an ICD to deliver a T-wave shock? - the kind of shock used to induce
Waters Capital LLC, Carson C. Block, DEFENSES ventricular fibrillation
x:g:g%ggidggséfdﬁxﬁﬁcI{I‘;‘fai(’ c. We replicated an attack that used a Merlin@home to switch off all therapy on
Defendants. an ICD
’ d. We replicated the battery drain attack

e. We gained administrative access to a Merlin@home and a PCS Programmer

FOR THE DISTRICT OF MINNESOTA

by following and replicating a set of steps in a document provided by MedSec
f. We observed that the wireless (“RF”) protocol used by Merlin@homes, PCS

Programmers, pacemakers, and ICDs was fundamentally compromised by

flaws in its use of cryptography and by St. Jude Medical’s inclusion of a
2/26/19 “backdoor” that obviated entirely the need to perform cryptographic

operations when communicating with a pacemaker or ICD. The backdoor is



Officiall statements released alpha ' s:t:rlab

S

%) ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

O || ORI BOmRTON PRODUCTS | TRARS | Cybersecurity Vulnerabilities Identified in St. Jude
Medical's Implantable Cardiac Devices and
m ls\tdj'?% (:iCSI\:lTA17T009-01nA)VI i (Uodato A Merlin@home Transmitter: FDA Safety
o aon o 21 ot etz e Communication
f SHARE ¥ in LINKEDIN @ PINIT & EMAIL | & PRINT

Date Issued:
January 9, 2017

ST. JUDE MEDICAL ANNOUNCES CYBERSECURITY
UPDATES

JANUARY 09, 2017

Company continues to lead the way in advancing cyber security protections in partnership with FDA and ICS-CERT

2/26/19



Sicherheitsmitteilung alpha ' Str'.abs

Merlin@Home™ und Merlin.net-Ferniiberwachung
Verbesserungen bei der Cybersecurity

Merlin@Home™-Software Modell EX2000 v8.2.2 fiir die
Merlin@Home™ Sender, Modelle EX1150, EX1150W, EX1100,
und EX1100W

03 April 2017

Wenngleich das Risiko dullerst gering ist, besteht die Moglichkeit, dass ein hochqualifizierter Hacker, der
unerlaubt Zugang zu einer Kommunikationsinfrastruktur (z.B. durch Spoofing von Mobiltelefonmasten oder
Telefonnetzwerken) und Kenntnis der Merlin@home™-Kommunikationsprotokolle erhilt oder besitzt,
potenziell eine Schwachstelle ausnutzen konnte, um Anderungen am Merlin@home™-Transmitter
vorzunehmen. Der verinderte Merlin@home ™-Transmitter konnte dann genutzt werden um dem 1mp1antlerten
Gerit des Patienten Programmierbefehle zu erteilen bzw. Programmierbefehle erandern, wa e11¢
vorzeitigen oder beschleunigten Batterieentleerung und/ode oder
Schocks fiihren konnte. Wie bereits erwahnt, wurde kein derartiger Angrift im Zusammenhang mit einem auf
dem Markt befindlichen Merlin@home™-Transmitter berichtet.

2/26/19



FDA - Official statement alpha?strike

The FDA has reviewed information concerning potential
cybersecurity vulnerabilities associated with St. Jude Medical's RF-
enabled implantable cardiac pacemakers and has confirmed that
these vulnerabilities, if exploited, could allow an unauthorized
user (i.e. someone other than the patient's physician) to access
a patient's device using commercially available equipment. This
access could be used to modifty programming commands to the
implanted pacemaker, which could result in patient harm from rapid
battery depletion or administration of inappropriate pacing.

2/26/19



Official security update alpha?strike
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v | roouron | enimms St. Jude announces hew
| protections against pacemaker
hacking

ADMINISTRATION

By Carleton English August 29, 2017 | 10:21pm

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Products
Medical Devices

Home > Medical Devices > Medical Device Safety > Safety Communications

Firmware Update to Address Cybersecurity

2018 Safety Communications Vulnerabilities Identified in Abbott's (formerly St.
Jude Medical's) Implantable Cardiac
Pacemakers: FDA Safety Communication

2017 Safety Communications

f SHARE W in LINKEDIN | @ PINIT | & EMAIL = & PRINT

Date Issued
August 29, 2017

Audience

« Patients with a radio frequency (RF)-enabled St. Jude Medical implantable pacemaker

« Caregivers of patients with an RF-enabled St. Jude Medical implantable cardiac pacemaker A year after denying concerns raised by a short seller about the safety of its implantable
heart devices, St. Jude Medical — now owned by Abbott Labs — announced updates to

« Cardiologists, electrophysiologists, cardiothoracic surgeons, and primary care physicians treating patients with ; ) ) )
protect patients against sudden battery depletion and hacking.

heart failure or heart rhythm problems using an RF-enabled St. Jude Medical implantable cardiac pacemaker

2/26/19



The end?

labs

alpha?strike

HACK

Ruckrufaktion fur 500.000 unsichere
Herzschrittmacher

Rund eine halbe Million Patienten in den USA mussen ins Krankenhaus
- und sich ein Firmware-Update fir ihren Herzschrittmacher aufspielen
lassen. Dieser hatte zuvor Befehle per Funk ohne Authentifizierung
akzeptiert.

Die US-Lebensmittel- und Medizinbehorde FDA hat einen Ruckruf fir rund eine
halbe Million Herzschrittmacher angeordnet &z, nachdem erhebliche
Sicherheitsmangel nachgewiesen wurden. Die Gerate konnen manipuliert
werden, um etwa die Batterie gezielt zu leeren oder das Tempo des
Schrittmachers zu bestimmen 7.

Y
Herzschrittmacher von St. Jude Medical haben erneut
Sicherheitsprobleme. (Bild: St. Jude Medical)

Datum: 31.8.2017, 11:30
Autor: Hauke Gierow
Themen: Firmware, IoT, Internet, Security

Teilen:

Oivis
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VulnDisclosure - The traditional way alpha?strike
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Billy Rios & Jonathan Butts

Medtronic
SureScan-

Security assessment of Medtronic Pacemakers

Disclosed bugs they had discovered in
Medtronic's software delivery network

Discovered a chain of vulnerabilities in Medtronic's infrastructure that an attacker
could exploit to control implanted pacemakers remotely, deliver shocks patients
don't need or withhold ones they do, and cause real harm.

* Medtronic took 10 months to vet the submission, at which point it opted not to
take action to secure the network.

2/26/19



Vendor response alpha?strilkbe

* "Medtronic has assessed the vulnerabilities per our internal
process," the company wrote in February. "These findings revealed no
new potential safety risks based on the existing product security risk
assessment. The risks are controlled, and residual risk is acceptable.”

 "Medtronic deploys a robust, coordinated disclosure process and
takes seriously all potential cybersecurity vulnerabilities in our
products and systems. ... In the past, WhiteScope, LLC has identified
potential vulnerabilities which we have assessed independently and
also issued related notifications, and we are not aware of any
additional vulnerabilities they have identified at this time."

2/26/19



Communication issues

alpha?strimkbse

"The time period Medtronic spent discussing this with us, if they had
just put that time into making a fix they could have solved a lot of
these issues," Butts says. "Now we're two years down the road and
there are patients still susceptible to this risk of altering therapy,
which means we could do a shock when we wanted to or we could
deny shocks from happening. It's very frustrating."

2/26/19



18 month after initial discloure alpha?strilkbe

* Still unpatched vulnerabilities

* Medtronic downplays the findings
* No firmware signing
* Plaintext username / password on the devices

* Some vulnerabilities are even neglected

What is the better way?

2/26/19



Key take aways alpha?strike
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« If it is not secure, it is not safe 7 '_‘CUR“'Y LEVEL?

Py
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* |ISO 27001 certificate is not equal ,,| am secure”
* Lot's of potential attack vectors

* New way of monetising vulnerabilities
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dropping Oday?

e
AXIMUM

B S~ S

2/26/19



alpha?strike

Everybody needs a hacker!

Alpha Strike Labs GmbH

Mail:  tobias.zillner@alphastrike.io

Web: www.alphastrike.io
Mobile: +43 (0) 664 8829 8290

Fax: You think | have fax?




