


https://twitter.com/PascalSec
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src: https://www.imdb.com/title/tt4158110/mediaviewer/rm471864832
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Triaging of findings stated huge effort for 

bug bounty supervisory board
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Poor issue description quality 

(due to lack of security know-how)
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Lack of working POCs
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CVSS score not always suitable 

(not always quite clear which option to choose in 

score calculator) 
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Sensitive Information Disclosure 
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Difficult to differentiate attack payloads 

if same staging system is used for everyone
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Difficult to check reward eligibility

(had finding been existing before)



34Confidential

Some findings targeted features

in active development 

(should be excluded from scope)
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Raise employee awareness
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Receive insights into 

security grey areas (broader scope)
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Higher number of findings 

compared to external tests
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Excellent cost per finding ratio
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Hackerone

Annual Fee:          $ 36.000
BountyBudget:    $ 20.000
Total:                     $ 56.000

Bugcrowd

Annual Fee:          $ 36.000
BountyBudget:    $ 20.000
Total:                     $ 56.000

Synack

!ƴƴǳŀƭ CŜŜΥ        ϵ мпрΦллл
Bounty.ǳŘƎŜǘΥ  ϵ             л
Total:                    ϵ мпрΦллл

Dynatrace

Employees:           $ 37.000
BountyBudget:    $ 20.000
Total:                  $ 57.000



https://www.dynatrace.com/news/blog/running-a-successful-internal-bug-bounty-program/
https://www.spreaker.com/user/pureperformance/065-running-a-successful-internal-bug-bo
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http://www.dynatrace.com/trial
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