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Reminder:
What is a Bug Bounty Program?



Where did the idea come from?



Finding a theme
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Demo
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Setting up the program
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Bug Bounty Program

Created by Schulz, Pascal, last modified on Mar 30, 2018

Who can participate in the bug bounty program?
Program Rules

Scope and Eligible Vulnerabilities

Rewards

Program Exclusions

Process

Findings

Key Information

Runtime January 18th - February 28th

Budget Initially: $ 10.000, upgraded to $ 20.000 ($ 7.240 left)
JIRA Project https:/ projects/HDT/

JIRA Label BugBounty Q12018

Test Environment Saas:

Managed:

Ticket to book time | 3 APM-118291 | oPEN

Primary Contact @ Schulz, Pascal

Who can participate in the bug bounty program?
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Key Information

Runtime

January 18th - February 28th

Budget

Initially: $ 10.000, upgraded to $ 20.000 ($ 7.240 left)

JIRA Project
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JIRA Label
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Who can participate in the bug bounty program?
Program Rules

Scope and Eligible Vulnerabilities

Rewards

Program Exclusions
Process
Findings
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= Who can participate in the bug bounty program?
=) Program Rules
= Scope and Eligible Vulnerabilities

= Rewards
= Program Exclusions

e
1. Time spent working on finding a bounty is never an excuse to delay your official tasks (the time to fix reported issues obviously is an official task).
2. Vulnerabilities in code you own are not eligible for a reward.

3. All tests need to be done within the current bug bounty’s test environment (see key information above).

4. If you find a vulnerability and want to test if it affects production, please contact (@&l rMl s=Ele= 1l first.

9. Security vulnerabilities that are already documented in JIRA at the time of submission do not qualify for a reward.

6. Issues created from support cases are not eligible for a reward.

/. Do not try to trick the bug bounty program in any way in order to earn a reward.

8. Don't expose any security vulnerability findings to anybody else than internal colleagues (even after the finding has been fixed).
9. In case any sensitive information of a colleague is disclosed, please report the finding in private.



= Who can participate in the bug bounty program?
= Program Rules

=) Scope and Eligible Vulnerabilities
= Rewards
= Program Exclusions

LI
Missing security headers including (content security policy) which do not lead directly to a vulnerability
Clickjacking on static websites

Vulnerabilities affecting users of outdated browsers or platforms

Presence of autocomplete attribute on web forms

HTTP 404 codes/pages or other HTTP non-200 codes/pages
Disclosure of known public files or directories, (e.g. robots.txt)
HTTP methods enabled other than GET/POST

Weak password policies



= Who can participate in the bug bounty program?
= Program Rules
= Scope and Eligible Vulnerabilities
=) Rewards
= Program Exclusions
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= Who can participate in the bug bounty program?
= Program Rules

= Scope and Eligible Vulnerabilities
» Rewards
) Program Exclusions

Harmful activities against production environments
(Spear-) Phishing Attacks

Social-Engineering Attacks

Attacking 3rd-Party Providers

Do not change any data that does not belong to you
Usage of automated tools in case it is not well understood what the tool is actually performing
Do not perform any kind of physical attacks (unplugging computers, breaking doors, etc.)



Who can participate in the bug bounty program?
Program Rules

Scope and Eligible Vulnerabilities
Rewards

Program Exclusions

=) Process

e Test the product, which is currently in scope
e Find an issue that is security related
» Properly document the security vulnerability by creating a JIRA issue within the "hack.dt" project
e Meaningful JIRA issue title
» Set label to BugBounty Q12018
» Describe the issue environment as detailed as possible
e Describe how you found the issue

» Attach a working proof of concept on how to reproduce the finding (including screenshots or videos)

e Assign the issue to (@XM -t

After the issue has been created, the bug bounty supervisor and his board of reviewers will check all issues for eligibility. A created issue only
counts as valid submission if all above mentioned steps are fulfilled.
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- Vulnerability Statistics (fixed / found)
Hack.DT Season 1.0 Hack.DT Season 1.0
2018-01-18 to 2018-02-28
Budget: $ 20.000

JIRA label: BugBounty_Q12018




What could we have done better?

Disclaimer: Similarities to traditional Penetration Tests are given



Triaging of findings stated huge effort for
bug bounty supervisory board

O



Poor issue description quality
(due to lack of security know-how)



Lack of working POCs

A



CVSS score not always suitable
(not always quite clear which option to choosein
score calculator)

i



Sensitive Information Disclosure

i



Difficult to differentiate attack payloads
If same staging systemis used for everyone

O

N



Difficult to check reward eligibility
(had finding been existing before)

¥




Some findings targeted features
Inactive development
(should be excluded from scope)
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Advantages of running an internal
over an external bug bounty program



Raise employee awareness

39



Receiveinsightsinto
security grey areas (broader scope)



Higher number of findings
compared to external tests



Excellent cost per finding ratio

| a4



How to raise awareness?
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Share Results

Hacker Vulnerability CVES Score Reward Payment State

Hacker Total February March
Reward

'ESONLVED
RESOLVED Dariel

o I

RESOLVED
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Present Findings

Dev2Dev Meeting - 16. May 2018

ipdynatrace

Hack.DT Results & Conclusio
Dev2Dev — May 16, 2018

21:42 | 49:37
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Create Security Awareness Training

i dynatrace

-
dynatrace

0

Corporate
Security

Dynatrace 2018 Security Awareness Training

Contivue to Lecture 1

#r o o o Edit Your Rating

% of § items complete T

Current Section
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Introduce SAST Rules

sonarqube Projects  Issues m Quality Profiles  Quality Gates

Security - XS5 (GWT) - Do not use SafeHtmlUtils.fromTrustedString [custom]
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Basic cost overview



m Hackerone

Annual Fee: S 36.000
Bounty Budget: 20.000
Total: S 56.000

Bugcrowd

Annual Fee: S 36.000
Bounty Budget: 20.000
Total: S 56.000

X¥%
S
Synack. Synack

Annual Fee: € 145.000

Bounty Budget: € o)
Total: € 145.000

'. Dynatrace

Employees: S 37.000
Bounty Budget: 20.000

Total: S 57.000
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Find out more
about the
program

g Blog 4 # Podcast

iwpdynatrace


https://www.dynatrace.com/news/blog/running-a-successful-internal-bug-bounty-program/
https://www.spreaker.com/user/pureperformance/065-running-a-successful-internal-bug-bo

Questions?
Feedback?
Please contact me via pascal.schulz[at]dynatrace.com

ipdynatrace
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ipdynatrace

Get ready to be amazed

In 5 minutes or less
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Most used 3rd party provide
Www.easytravel.com

1200 453, :
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http://www.dynatrace.com/trial

wpdynalrace

dynatrace.com
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