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Motivation: 3 Problems of TARGET

1) Capture system-wide data of system events

2) Manage/preprocess the pile of data

3) Tackle detection of attacks/malware problem
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User Data in Captured Activity Data

   
20190203:081502.987  Process_start: Outlook.exe

                     usr: thomas.g

20190203:081513.740  Process_start: Chrome.exe

                     usr: thomas.g

20190203:081525.374  write: \Users\thomas.g\AppData\Local\Chrome\UserData\..

20190203:081604.935  net_conn: locAddr:192.168.0.121

                               remAddr:194.232.110.160 (diepresse.com)

20190203:081823.313  net_conn: locAddr:192.168.0.121

                               remAddr:216.58.218.133  (gmail.com)
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Filesnames as data fields...
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Filesnames as data fields...
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JSON as data
exchange
format

“Parsing JSON
is a minefield” → 

http://seriot.ch/
parsing_json.php
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JSON
Parsers…

“Parsing JSON
is a minefield” 

http://seriot.ch/
parsing_json.php
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“Parsing JSON
is a minefield”

http://seriot.ch/
parsing_json.php
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XML?
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[  https://www.theregister.co.uk/2017/05/09/microsoft_windows_defender_security_hole/
    https://technet.microsoft.com/en-us/library/security/4022344   ]
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[ https://itsecx.fhstp.ac.at ]
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[ https://research.checkpoint.com/ntlm-credentials-theft-via-pdf-files/ ]



Robust & Secure Input Processing @sec4dev Vienna, 20190226 17



Robust & Secure Input Processing @sec4dev Vienna, 20190226 18



Robust & Secure Input Processing @sec4dev Vienna, 20190226 19



Robust & Secure Input Processing @sec4dev Vienna, 20190226 20

[ http://langsec.org/ ]
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[ http://langsec.org/ ]
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[ http://langsec.org/ ]
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[ http://langsec.org/ ]
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[ http://langsec.org/ ]
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[ From paper “The Seven Turrets of Babel” – text trimmed for presentation ]
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[ From paper “The Seven Turrets of Babel” – text trimmed for presentation ]
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[ http://www.saurik.com/id/17 ]
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[ From paper “The Seven Turrets of Babel” – text trimmed for presentation ]
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[ From paper “The Seven Turrets of Babel” – text trimmed for presentation ]
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[ https://xkcd/1354 ]
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So?
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 With what investment of effort, to implement

 how complex data structures and

 what robustness/security is achievable?
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[ http://langsec.org/ ]
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[ https://blog.rust-lang.org/2017/11/14/Fearless-Concurrency-In-Firefox-Quantum.html ]
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More in summer…
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Summary / Talking Points

 If you accept industry standard JSON/XML as 
input from somewhere, reflect for a moment 
whether that input data may be malicious

 Every component that consumes data should
be reviewed for parsing risks

 Be open to discover new languages & 
environments – if it fits your problem/scenario



 
Thank you!  Questions?

 
Feedback welcome

 

martin.pirker@fhstp.ac.at

http://www.fhstp.ac.at/                                   

https://www.jrz-target.at/                                       
 

https://isf.fhstp.ac.at/                               
 


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42

