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What we’d like to do

JD Upload 1 000
- * Cc [D https://example.org J

"\
~

SBA Research gGmbH, 2020 Classification: Public 3



Why all the Fuzz?

» Beecozz Sucurity!

https:/fexample.org/itkey=8fEk13fCk53

e No, se I'iOUSIY o 500 e oo 000

https:/fexample.org/#key=8fEk13fCk53 https://fexample.org/#key=8fEk1 3fCk53

o To lower the attack
surface significantly! \ N

0

o File read access on the
™

server gets worthless N

to attackers

o Maybe better

deployment options QRRRNAY
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| admit: | didn’t invent this.

0 & sedtewocon

 Firefox Send
£ Firefox Send

* End-to-end encrypted file sharing

* Basic concepts in this talk are
taken from there

Drag and drop flles
or chck to send up to 108

» https://send.firefox.com

e https://github.com/mozilla/send
* Good stuff!
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https://send.firefox.com/
https://github.com/mozilla/send

Requirements

B Ensure confidentiality, integrity, and authenticity

& Encrypt the file in the browser

|

Support big files (> 10 GB)
v/ Support old browsers as well as possible

@~ Securely distribute keys
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Ensure Confidentiality, Integrity, and
Authenticity

First things first: Randomness.

1110 1101 0001 1101
0000 0000 0000 0000

“There is no such thing as a random number — there are
only methods to produce random numbers.”

— John von Neumann (1961)
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Vorführender
Präsentationsnotizen
Are these numbers random? We don’t know.


Generate Secure Random Bytes
in the Browser

SIb//5dny

woo> qnu

generateRandomBytes(
length:
): Uint8Array {
.getRandomValues(
(length)

dungadA] Ul Jojelausn Jaquiny wopuey - 1SI5 gnHID

89.64ceEOP8ILIPCBEIICPII617942/PeIUOiSBUIOY}
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Vorführender
Präsentationsnotizen
MDN: https://developer.mozilla.org/en-US/docs/Web/API/Crypto/getRandomValues

https://gist.github.com/thomaskonrad/cfe4c9f6fd26f4382df1f8de3a2b97e8

Ensure Confidentiality, Integrity, and
Authenticity

Let's take as an example AES in CBC mode.

What do you think we can guarantee with it?

Ciphertext Ciphertext Ciphertext

[ ] [ ] [ ]
onfidentiality | : l.
x Intearit ey —=| ecryption | | ¥ —=| "decryption | | ¥ —| ‘Secryptic
g ri y Initialization \ector (IV) $ %
I — g

oI 0OIoTITTITTm OJTOITTIII T

x AUthentiCity Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption
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Vorführender
Präsentationsnotizen
Demo: CBC does not guarantee integrity and authentcity

# Write a plain-text sentence into a text file.
echo -en "Blablablablaaaa.\nLet's eat, grandpa." > plaintext.txt

# Encrypt the plain text with a random key and IV.
openssl aes-128-cbc -K FFBF6AE23F178 -iv 6BD7B3FBC386E -e -in plaintext.txt -out ciphertext.bin

# Convert the ciphertext into ASCII-hex with no newlines.
cat ciphertext.bin | xxd -p | tr -d '\n' > ciphertext.hex

# Go to the 21th and 22th character (should be “11”) and replace them by “1d” (0x11 XOR 0x0c = 0x20).
# vim ciphertext.hex

# Convert the ASCII-hex string back to binary.
cat ciphertext.hex | xxd -p -r > ciphertext.bin

# Decrypt the ciphertext.
openssl aes-128-cbc -K FFBF6AE23F178 -iv 6BD7B3FBC386E -d -in ciphertext.bin -out plaintext.txt

# Show the new plaintext. The comma has been replaced by a space.
# cat plaintext.txt

# <16 bytes of garbage>
# Let’s eat  grandpa.



CBC (and others) Do Not Guarantee Integrity

* The ciphertext can be manipulated, and
decryption will not fail.

e Solution

o Authenticated Encryption with Associated Data
(AEAD)

o Examples: AES-GCM, ChaCha20-Poly1305

SBA Research gGmbH, 2020 Classification: Public

10



Requirements

B Ensure confidentiality, integrity, and authenticity \/
@ Support big files (> 10 GB)
v/ Support old browsers as well as possible

@~ Securely distribute keys

SBA Research gGmbH, 2020 Classification: Public 11



Symmetric AEAD Encryption in the Browser 1/2

AEAD {

1s1b//.sdny

ALGORITHM = 'AES-GCM

: CryptoKey

(secretKey: CryptoKey, taglLengthinBytes = AEAD.
= secretKey
= taglengthlnBytes

getCryptoKeyFromRawKey(rawKey: Uint8Array): Promise<CryptoKey> {

crypto.subtle.importKey(
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https://gist.github.com/thomaskonrad/c8ed4d73bb200ecc9ecdf5b85e2eb7f0

Symmetric AEAD Encryption in the Browser 2/2

encrypt(iv: Uint8Array, data: Uint8Array): Promise<ArrayBuffer> {

crypto.subtle.encrypt(§f

: AuthenticatedSecretKeyCryptography.

1s1b//.sdny

*

decrypt(iv: Uint8Array, data: Uint8Array): Promise<ArrayBuffer> {

crypto.subtle.decrypt(§f

: AuthenticatedSecretKeyCryptography.

*
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https://gist.github.com/thomaskonrad/c8ed4d73bb200ecc9ecdf5b85e2eb7f0

Requirements

B Ensure confidentiality, integrity, and authenticity
& Encrypt the file in the browser

@ Support big files (> 10 GB)

v/ Support old browsers as well as possible

@~ Securely distribute keys

SBA Research gGmbH, 2020 Classification: Public
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Upload: Chunk and Encrypt

File Upload

https://example.org

000

10 GB

SBA Research gGmbH, 2020 Classification: Public
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Upload: Splitting a File using the FileReader API

1s1b//.sdny

<template>

<input WJSERillEl @change=" = ”/>

</template>

readChunk = () => {
= new FileReader()
blob = fllsElld]( offset, chunkSize + offset)
r.onload = readEventHandler
r.readAsArrayBuffer(blob)

}
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https://gist.github.com/thomaskonrad/8ced18322ebfcba47d7e8765176eeefb

Upload: Splitting a File using the FileReader API

1s1b//.sdny

readEventHandlerfg (evt: ) =>{

(evt. : ) {
sequenceNumber = (offset / chunkSize)
offset += evt. :
data = (evt. : )

data = encrypt(data, sequenceNumber)
upload(data, sequenceNumber)

}

‘IdV 1opeayaji4 8y} Buisn azis uaib e jo syunyd ojul sajiy H|ds - 1SIH gNHID

Q}9999/1G9/83/P.¥€(2}(32cE8TPII/PRIUONSBWOL /WO N
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https://gist.github.com/thomaskonrad/8ced18322ebfcba47d7e8765176eeefb

Upload: Creating the Encryption Transformer

encryptls

(chunk: Uint8Array, chunkindex:
.encrypt(
chunk

file.nonce

chunkindex

)
}
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FileReader API: Browser Support

FileReader APl B -wo Usage o allusers 3
Global 94.88% + 1.59% = 96.46%
Method of reading the contents of a File or Blob object into
memory
Usage relative  Date relative Show all ?
* . ) . ) Chrome for ~ UC Browser Samsung
IE Edge Firefox Chrome Safari i0S Safari Jre ey - Tre—

72 79
o e

Notes  Sub-features (1) Known issues (2) Resources(5) Feedback

' Does not support readAsBinaryString, but readAsBinaryString can be polyfilled

SBA Research gGmbH, 2020 Classification: Public 19


Vorführender
Präsentationsnotizen
Source: https://caniuse.com/#search=filereader


Download: Download as Blob?

blobDownload(file: File) {
response = . .get(
S{file
fresponseType: 'blob'|l

= : IsetDecryptedResponseDataff

response.
file.
file.

)
saveFilefcleartext il

SBA Research gGmbH, 2020 Classification: Public




Download: Creating a "Save as” Dialog

(plaintext: ArrayBuffer, fileName: fileType:

1s1b//.sdny

)4

((resolve, reject) => {
dataView = (plaintext)
blob = ([dataView], { : fileType })

CIIWLRICEIMARIURL .createObjectURL(blob)
const a = document.createElement('a’)

= downloadUrl

= fileName
.appendChild(a)
a.click()
.revokeObjectURL(downloadUrl)

setTimeout(resolve )
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https://gist.github.com/thomaskonrad/37772256a86d9f5b0472b3c2440cffee

Download: Downsides of this Approach
* A 10 GB file will use 20 GB+ of memory

« Using this approach, we cannot stream the data

e Enter Service Workers!

SBA Researc h gGmbH, 2020 Classification: Public
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Service Workers: A Quick Primer

« A piece of JavaScript code that runs in the
background of your website

|t acts as a proxy server between your site and
the server

e |t runs in a worker context and has no DOM
access

SBA Researc h gGmbH, 2020 Classification: Public
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Vorführender
Präsentationsnotizen
Source: https://developer.mozilla.org/en-US/docs/Web/API/Service_Worker_API


Service Workers: A Quick Primer

« Service Worker use cases
o Intercepting and modifying requests
o Caching resources
o Convert images

o Can make your app work even if no network is
available (Progressive Web Apps, PWA)

SBA Research gGmbH, 2020 Classification: Public



Service Workers: A Quick Primer

Elements Console Sources Network Performance / Y Application / Audits

Application Service Workers
[[“ Manifest
£x Service Workers
B Clear storage

Offline Update on reload Bypass for network

http://localhost:8080/

Storage swiis
» == Local Storage
Received 08/02/2020, 17:45:12

mm

= Session Storage

|
—1—

@ #0 activated and is running

& Cookies http://localhost:8080/shared/lockers/82V9wPn7rEe#RuJnvx3b9VIGjdp...

Cache Test push message from DevTools.

Cache Storage

== Application Cache test-tag-from-devtools

SBA Research gGmbH, 2020 Classification: Public 25



Registering a Service Worker

) {

navigator.serviceWorker.registerf|

}).then((registration) => {
Jdog( registration)
(error) =>{
Jlog( error)

Jdog(

SBA Research gGmbH, 2020 Classification: Public
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https://developer.mozilla.org/en-US/docs/Web/API/ServiceWorkerContainer/register

Activate the Service Worker Immediately

.addEventListener( (event) => {

event.waitUntil(self.skipWaiting())
1)

.addEventListener( (event) => {

event.waitUntil(self.clients.claim())

1)
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Vorführender
Präsentationsnotizen
More details on the Service Worker lifecycle: https://developers.google.com/web/fundamentals/primers/service-workers/lifecycle


Download: Decrypt the

File in the SW

https-/fexample_orgffile/1 23#RuJnvx3b9VIGjdpEz Gz Y6p
@ Send master key and file info to Service Worker
await navigator.serviceWorker.controller.postMessage (
{ masterEey: BuJnvx3bSVeGjdpEzGzYe, info: ... } —

1

@ Create a download link and "click" it

const & = doocument.createElement ("a'):

frae s c 5
3@ Decryption Service Worker
@ Receive and store info
self.onmessage = (event: any) => {
map.set (event.data.id,
S —

{ masterFey: event.data.masterFey, info: event.data.info }
y:
b

@ Intercept the request and call the decryption function

p5clf.onfetch = (event: any) => {
COnsSt reg = event.reguest:
event . respondWith (decryptStream (reg.id) )
b
Promise<Responses> |

@ Fetch the file and decrypt it in a stream

async function decryptStream(id:
const file = map.get(id);
const response = await fetch(file.url, reguestOptions):
return new Response |
await file.keyChain.getDecryptionStream(

gtring) :

a.href = info.url;
20232:1; J l:ody .appendChild(a) r
Opening file.txt J'—O‘ OO0
( Open with Text Editor
@ & Save File
Cancel OK

response.body,
file.objectNonce
)
|-
i

SBA Research gGmbH, 2020
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Service Workers: Browser Support

Service Workers m-wo Usage % of all users N O

-

Global 92.77% + 03% = 93.07%
Method that enables applications to take advantage of persistent

background processing, including hooks to enable bootstrapping
of web applications while offline.

(@GN Usage relative  Date relative Apply filters S ?

IE Edge ) Firefox Chrome Safari i0S Safari R SEITELT

Android for Android Internet
| o
- - -

13.2 12.12 10.1

-“-

82
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Download: The ReadableStream API

« Readable stream of byte data

 The Fetch API returns a ReadableStream object
through the body property of the Response
object

response = (file. requestOptions)

readableStream: ReadableStream<Uint8Array> = [fyeJe]sNslelol

SBA Research gGmbH, 2020 Classification: Public 30


Vorführender
Präsentationsnotizen
Source: https://developer.mozilla.org/en-US/docs/Web/API/ReadableStream


Download: The Decryption Stream

1s1b//.sdny

getDecryptionStream(
responseBody: ReadableStream<Uint8Array>
objectNonce:
): Promise<ReadableStream> {
.initializeAEADIfNotInitialized()

SNt ransformStream||

responseBody
StreamSlicerf|

transformStreamf

slicesStream

DecryptStreamControllerf| objectNonce
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https://gist.github.com/thomaskonrad/b8f30e3f18ea2f538bdf422203bdc473

Download: The
DecryptStreamController

DecryptStreamController {
transform(chunk: controller: N

ClearTextls - decrypt]

chunk

)
controller.enqueue(Buffer.from(clearText))
-+
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ReadableStream API: Browser Support

ReadableStream AP Ussge  %of allusers ¢ 2
Global 74.53%

(@GR Usage relative  Date relative Apply filters ?
IE Edge ~ Firefox Chrome Safari Opera  {OSSafari ~ OperaMini " Qm':z " Opera Mobile G:’:d'“r;;‘” Fj{ﬁ':r’;if:’ "f";

3

21-444812-12.1
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Requirements

B Ensure confidentiality, integrity, and authenticity V
& Encrypt the file in the browser V
@ Support big files (> 10 GB) \/

v/ Support old browsers as well as possible

@~ Securely distribute keys

SBA Research gGmbH, 2020 Classification: Public 34



Supporting Old Browsers
« Upload
o The FileReader API is well supported
o So no problem!
 Download
o Requires Service Workers and native streams

o Just Chromium-based and Gecko-based browsers

o But we can use the blob download!

SBA Research gGmbH, 2020 Classification: Public 35



Remember? Creating a "Save as” Dialog

(plaintext: ArrayBuffer, fileName: fileType:

1s1b//.sdny

)4

((resolve, reject) => {
dataView = (plaintext)
blob = ([dataView], { : fileType })

CIIWLRICEIMARIURL .createObjectURL(blob)
const a = document.createElement('a’)

= downloadUrl

= fileName
.appendChild(a)
a.click()
.revokeObjectURL(downloadUrl)

setTimeout(resolve )
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https://gist.github.com/thomaskonrad/37772256a86d9f5b0472b3c2440cffee

Supporting Old Browsers

e Blob download Download files

1. This browser might not be able to decrypt a file this big. !

o We can use it for
older browsers

Docker.dmg
518.3MB

o But we must limit
th e fi | e Size, @® Copy the link to open in another browser

@ Try our favorite browser
o E.g.max. 256 MB

@ Continue with this browser



Vorführender
Präsentationsnotizen
Image source: https://send.firefox.com/


Requirements

B Ensure confidentiality, integrity, and authenticity
& Encrypt the file in the browser

@ Support big files (> 10 GB)

KKK

v/ Support old browsers as well as possible

@~ Securely distribute keys

SBA Research gGmbH, 2020 Classification: Public 38



Sharing the Master Key

 Requirements
o Share the file via link

o The key must not be
transferred to the
server

Your file is encrypted and
ready to send

Share the link to your fil

Docker.dmg

‘ https://send.firefox.com/download/6a96259¢383393cb/

(0] 4



The URL

Domain Query

https://example.org/path/to/resource?a=b&c=d#x

>

Scheme Resource path Fragment

SBA Research gGmbH, 2020 Classification: Public
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The URL Fragment Stays in the Browser

https://en.wikipedia.org/wiki/JavaScript#Features

Features [edi)
The following features are common to all conforming ECMAScript implementations, unless explicitly specified otherwise.
Imperative and structured |edit]

JavaScript supports much of the structured programming syntax from C (e.g., if statements, while loops, switch statements, do while loops,
etc.). One partial exception is scoping: JavaScript originally had only function scoping with var . ECMAScript 2015 added keywords let and const
for block scoping, meaning JavaScript now has both function and block scoping. Like C, JavaScript makes a distinction between expressions and

o [ ¢ ©) ()38 [ 1.03MB

. Elements 41) Network {J} Debugger "] Resources (1) Timelines — Storage s Canvas 2] Audit =) Console

Filter Full L All Document Css Image Font Js XHR Other

Name X Preview Cookies Sizes Timing Security
JavaScript

& load.php
load.php

Request

: GET
https
@ load.php an wikinadis nrg

40px-Pending-protection-shackle.svg.png fwikifJavaScript

B Anrv-Shind-iran cun nna
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A File URL in Firefox Send

Key

https://send.firefox.com/downIoad/9b91257c383393cb/#MIprGG?ubEXXGTmM-p_GW

Access token
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Requirements
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Demo Time!

SBA Research gGmbH, 2020 Photo by Yancy Min on Unsplash


https://unsplash.com/@yancymin?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/code?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Wrapping up

What we have learned today

SBA Research gGmbH, 2020 Classification: Public 45



Wrapping up
* Ensure confidentiality, integrity, and

authenticity

o Non-AEAD ciphers don't guarantee integrity and
authenticity

o Use AEAD ciphers like AES-GCM

o Use a unique initialization vector (IV) every time
you encrypt something

SBA Research gGmbH, 2020 Classification: Public 46



Wrapping up
 Cryptography in the browser

o Modern browsers ship with the Web Crypto API

o Use crypto.getRandomValues to generate
random bytes

o Use crypto.subtle. importKey,
crypto.subtle.encrypt and
crypto.subtle.decrypt to encrypt datain
the browser

SBA Research gGmbH, 2020 Classification: Public 47



Wrapping up
e Chunked upload

o Use the FileReader API to chunk files that you get from
an <input type="file"/> input

e Chunked download
o Use a Service Worker to intercept requests
o Use the ReadableStream API to chunk and decrypt

o Support limited size downloads for old browsers via
blob download

SBA Research gGmbH, 2020 Classification: Public 48



sec4dev Bootcamp: A Builder’s Guide to
Slngle Page Application Security

Philippe De Ryck
e 24 -26Feb 2020
e TU Wien, Audimax

e Learn to build secure SPAs
o Cross-site Scripting (XSS)
o Content Security Policy (CSP)
o Cross-origin Resource Sharing (CORS)

o Protecting against malicious third-party
content

o JWT best practices
o Oauth 2.0 and OpenlID Connect

https://sec4dev.io

SBA Research gGmbH, 2020 Classification: Public


https://sec4dev.io/

~ Thomas Konra d
- SBA Research 0,

e e U e

:t_kbnr'ad@sba-r_esea rchfarg
¥ @_thomaskonrad

SBA Research gGmbH, 2020 : : Photo by Morvanic Lee on Unsplash
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