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So Happy Together

Making the Promise of DevSecOps a Reality



Hacker/Researcher/Advocate

* S&P Global

10 Years Dev/16 Years Sec

Author/Blogger/Podcaster

*What is a BISO?
https://alyssasec.com/2020/12/what-is-a-business-information-security-officer







Who is responsible for security?

@ Ssoftware Infrastructure

Developers Security team Operations

SOURCE: Snyk State of Open Source Security 2020 - https://snyk.io/open-source-security/



WHAT'S IN.YOUR SOFTWARE?
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<project xmlns="http://maven.apache.org/POM/4.0.0" xn
xsi:schemalocation="http://maven.apache.org/POM/4 ¢
<modelVersion>4.0.0</modelVersion>
<groupld>com.yourorganization</groupld>
<artifactId>my-applicationl</artifactId>
<packaging>jar</packaging>
<version>1.0-SNAPSHOT</version>
<name>my-applicationl</name>
<url>http://maven.apache.org</url>
<dependencies>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>3.8.1</version>
<scope>test</scope>
</dependency>

280 Original Lines of Code

8 Dependencies (89 Sub-Dependencies)

2 . 4 M Total Lines of Code



What about those ops teams?

Kelsey Hightower @ @kelseyvhightower - 17h
1 ¥ So you want to roll your own application platform. All you need is:

Linux

Docker
Kubernetes

Istio

Prometheus
Fluentd

Grafana

Jaeger

Harbor

Open Policy Agent
Vault

Spinnaker and Jenkins

Oh, almost forgot, you're also going to need servers, people, and glue. Bring
lots of glue.



Cloud Native??

App Definition and Development

Orchestration &
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Security to the Rescue?

OUTSIDE THREAT -
PROTECTION

PERIMETER SECUR/Ty

Message Secunity
{anti-virus, anti-maiware)
Secure DMZs Honeypot

NETWORK SECURITy

2 R NAC Enterprise
Perimeter Web Proxy Content Filtering Message Security
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DataCenter
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Review




We’ll secure you!
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Welcome to DevSecOps

Technology People

Culture
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The motion of today’s DevSecOps Pipeline...

Code/

A0 ) Commit



Frictionless enablement...

Threat
Modeling

Threat SCA/
Modeling SBOM

SAST/
DAST

/]'!'\.
i
Penetration
Test
Container Monitoring/
Security Pen Testing



Gates / Build Breaking...




Getting to a True CI/CD...




FREQUENT USE OF FRACTICE infrast nacture FREQUENT USE OF PRACTICE
LOWER IMPORTANCE FOR SECURITY POSTURE prowisionad HIGHER IMPORTANCE FOR SECURITY POSTURE
configured

autocmatically using

seCurity-approwed
I Etatic code .:mln.nms:"_,:-l prosceduane s < Infrastrecture-related seourity policies

tested/revieeed befors deployment

Deperdency Domain
Security requirements checkers Penetratian specific tests Security requirements prioritized
tested as design comstraint testing as part of product backiog

Security personnel Socurity tools integrated into the
revie W ap prove major dev ecosystem so developers can
Security review ocours after rew S — e |

application code relessed to production before deployment durirg development phase 4 f'\

Security axperts evaluate Beourity ard dew teams
Developers can provision seourity sutomated tesis collaborate on
hardened infrastructune stack on dem ard threat models
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Security personnel review spprove minor
code chamges before deployment

NFREGUENT UsE OF PRACTICE INFREQUENT UISE OF PRACTH-E
LOWER IMPORTANCE FOR SECURITY POSTURE HIGHER IMPUORTANCE FOR SECURITY POSTURE

- IMPORTANCE OF PRACTICE FOR STRENGTHENING SECURITY POSTURE +

Source:
Puppet/Circle-CI 2019 State of DevOps Report



https://puppet.com/resources/report/state-of-devops-report/

Think Differently...

Traffic Jam Chaffeur X
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CIS board

StOI’y IVIap by Easy Agile

Navigation

)
Sprint 1

The "Young Professional’
Driver / Install maps so that
| can navigate to places
easier

CIs-8

The "Young Professional'
Driver / Integrate local
traffic data to better
estimate travel times

[ [

CIS-10

Sprint 2

The "Sunday’ Driver /
Showcase local landmarks
if travelling outside of
standard travel radius

[ [E]

CIS-11

Car Statistics

The "Young Professional’
Driver / Touch Screen to
navigate easily

B - CIS-38
The 'Sunday’ Driver / Show
miles/km to empty so that |
don't run out of fuel

[ B

CIS-23

The "Young Professional'
Driver / Wear and Tear
Report so that | can take
preventative action to
preserve the life of the car
if needed

[ B

CIS-26

Phone Integration

The "Young Professional'
Driver [ Apple CarPlay
Integration so that | can
safely send and receive
calls, texts and emails from
my i0OS device while
driving

| [ CIS-41

The 'Family' Driver /
Microphone so that | can
make phone calls safely
while I'm driving

[ [ CIS-19

+ Create Epic

Play Media

The "Young Adult'
Passenger / Allow Wifi
Hotspot to support up to 5
devices

CIS-39

The 'Family' Driver /
Graphical User Interface
for easier use of media
while driving

[ [E] CIs-18
The 'Family' Driver / Music
Streaming service so that |
can listen to music on trips

Quick filters v

Fatigue Management

[ ] CIS-
Q20 -

The 'Sunday' Driver /
Enable "Tourist Mode
Assist' when travelling
outside of standard travel
radius

[ [

CIS-1i

Qv -

The "Young Professional'
Driver / Android Auto
Integration so that | can
safely send and receive
calls, texts and emails
while driving
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The 'Sunday' Driver / Safe
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Quick filters v

Sprint 1
The 'Family' Driver / 'Hot Cues' to make ...

Sprint 2

Unscheduled
The "Young Professional’ Driver / Custom...
The 'Family' Driver / A 'Favourites' Cont...
The 'Sunday' Driver / Engine Temperatu...
The "Young Professional' Driver / Amaz...
The 'Sunday' Driver / Show designated '...
The 'Family' Driver / Object Detection fo...
The 'Family' Driver / Safe Volume Adjus...
The "Young Proffessional' Driver / Aux C...
The "Young Professional’ Driver / Do No...
The 'Family' Driver / Time/Distance to m...

The "Young Adult' Passenger / Spotify In...

Cls-28

Cis-9

CIs-37

Cis-24
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Build the empathy and culture...

Walk-a-Mile In Their Shoes

Job shadow / Dev, Sec, and Ops / Build
empathy

Meet Them Where They Live

Provide Resources and Tooling in the Pipeline

Pave the Road

Tool Selection / Accountable Trust

Mutual Engagement
Connect Daily Activities Across Disciplines




“ Coming together is the beginning.
Keeping together is progress.
Working together is success. ”

— Henry Ford




g @AlyssaM_Infosec

m /in/alyssam-infosec

https://alyssasec.com
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