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WHAT IS THREAT MODELING LieberLisher®

« Structured Process

- Examination of a system for potential
weaknesses
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WHAT IS THREAT MODELING Lieber
e Structured Process « Systematic approach
- Examination of a system for potential - Based on a conceptual model of

weaknesses weaknesses and threats
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WHAT IS THREAT MODELING

e Structured Process

- Examination of a system for potential
weaknesses
° Resolving_ Identified weaknesses
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Systematic approach

Based on a conceptual model of
weaknesses and threats
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WHAT IS THREAT MODELING

« Structured Process

- Examination of a system for potential
weaknesses

* Resolving identified weaknesses
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Systematic approach

- Based on a conceptual model of
weaknesses and threats

- Keeping the model of weaknesses
and threats current

https://www.pbs.org/video/1812-niagara-frontier-fort-george-cannon-firing/
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 Spoofing
*  Person or program successfully
Impersonate someone else

https://www.amazon.com/Moustache-Sailor-Fancy-Costume-Outfit/dp/BO7QXT3C26
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« Tampering
+  Modify something in a way which is
not desired by the considered
stakeholder

https://www.pinterest.at/pin/4773112604 77998586/
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Repudiation

» Actions cannot be assigned to a
person or program

R
_And fhis is your:1D,
asa [ R

v

I'found this IDiinjthis wallet.

And if that's the case, |
this must be your@allet.
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e [Information disclosure

« Sensitive information becomes known
to people who should not know it

WHAT'S
GOING ON BEHIND O o

THAT WALL?
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e Denial of Service

* Resource or service is made
temporarily or indefinitely unavailable
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« Elevation of Privilege
+ Gain elevated privileges

https://tvtropes.org/pmwiki/pmwiki.php/Main/TotemPoleTrench
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APPLY THIS TO IT — STANDARD WAY LieberLieber
 We model the system as a dataflow
- s|rim] e

*  Processes, data stores, external Process X X X X X X
elements communicate with each
other over dataflows

Data flow X X X
« And we define susceptibilities for the
elements based on STRIDE External element X X
Data store X X X

26/02/2020 14



ISSUES Lieber

« Works for a rough system draft
* Less suited for systems modeled in more details
«  There Is a connection, but no intended data flow

» Also challenging if the threat model is more concrete

« How to describe known issues or weaknesses

- If there is no time stamp or version number in an update an attacker could cause
a downgrade

« Difficult for certification, missing traceability

26/02/2020 15
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AlIT APPROACH FOR THREAT MODELING

Developed for embedded systems and integrated in model-based

engineering
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MODEL-BASED ENGINEERING LieberLieber
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DOMAIN ELEMENTS

'7; ThreatGet RULES ELEMENTS A O admin

@ = x @

Domain Elements
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v Electronic Control Unit (Shapes)

Communication-ECU

B High-Performance ECU

3y D, ECI

Element: Communication Element
£ Electric Actuator
* et of common
Description: ThreatGet Communication Element
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v (@ Backend (Shapes) No.  Name Default Fixed  Inherited Actions
B Third Party Server 1 Bandwidth undefined ® aQ X
I n h er i tan C e an d £ Update Server 2 Communication Latency undefined ® Q X
f_ + 3 Communication Reliability undefined [0) Q x
I te I n el I l ent v .t Communication Element (Shapes) 4 Errer Rate undefined ® * X
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SECURITY PROPERTIES

Security Properties

* Relevant security
properties

« Assignableto
elements

e Customizable

'7...7. ThreatGet
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Input Sanitization
Input Validation
Language
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Memory Type
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Physical Location
Power consumption
Protocol version
Protocols

Range
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Secure Boot

Secure Storage

Sensor measurement type

Shared resources

Software

Software APIs
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Description:

Default:
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Does the hardware element support secure boot
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undefined
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'Z; ThreatGet RULES ELEMENTS A

Rule Engine

Search Rules Q

- # Title Description ThreatType Owner
° R u I eS d eS C r I b e 1 Compromised Target via a physical interface Include: source is [USB] or source is [OBD 2] Tampering AIT

. I 2 Manipulate the Map Data on the Target Prior to it Being Delivered to the Car Include: source is [Map Update Server] Exclude: flow.[Provides Integrity ... Tampering AIT

3 Server is used fo attack vehicle Include: source is [Web Server] or source is [Update Server] or source is .. Elevation of Privilege AIT
W e ak n e S S e S a Jamming of Sensor or V2X Data Include: flow. [Physical Network] is "Local Area Wireless Network’ and tar ... Denial of Service AIT
5 Compramise by extemal apps Include: source is [Infotainment System] or target is [Infotainment Syst ... Elevation of Privilege AT
6 Spoot messages in the vehicle netwark Include: target is [Control Unit] or target is [Data Store] and flow.[Phy ... Spoofing AIT

7 Use USB devices to attack Target Include: target is [USB] or source is [USB] and target.[Stores Personal ... Tampering AIT
. ustom made
8 Data Flow Sniffing Include: flow is [Communication_flow] and flow crosses [Boundary] or flo ... Information Disclosure AIT
G r al I l l I I ar 9 Gaining unauthorised access to files or data on Source Include: source is [Data Store] or source is [Control Unit] or source.[S ... Information Disclosure AIT
10 Extract Data / Code from Control Unit Include: source is [Control Unit] or source is [Data Store] Exclude: sou ... Information Disclosure AIT
11 Message replay attacks in Targst Include: source is [Control Unit] and target is [Control Unit] Exclude: .. AIT
.
(Y M u | t I - h O p S at t a C k S 12 Attempt to Flash the Target With Custom Firmware Elevation of privileges in order to gain complete control of Electronic Co ... Elevation of Privilege ATT
13 Cause the Target to Crash or Stop or disabling functions Include: source is [Electronic Contral Unit] or source (intertace] and Denial of Service AT
14 Services from back-end server disrupted Include: source is [Web Server] or source is [Update Server] or source is ... Elevation of Privilege AIT
. 15 Spoofing the Source: Include: target is [Control Unit] or target is [Data Store] or target is .. Spoofing AIT
« Usage of multiple
16 Spoofing of Sensor Data Include: source is [Sensor] and flow.[Physical Network] is ‘Local Area W ... Spoofing AIT
d at ab as es 17 Impersonate Source Include: target is [V2X ] or target is [V2X Gateway] Exclude: flow.[Sou ... Spoofing AT
18 Remote Attack Against Vehicle over the Internet Include: target is [Infotainment System] and source is [WiFi Access Point ... Spoofing AIT v
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Web-based Backend Threat Intelligence

AlT
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Table IL2 - Major threats based on the TOE model
4|  Label Who When (phase) | Why Where/What
1 | TDos- Thirdparty | Nomoal ‘Tntentionally | For asset functions of VMG, it
Functions- aintenance | operation impersonates an OBD connector
FromOBD- | factory staff | Maintenance comection device, sends a large
Device amount of data, md interferes
with this famction.
o 2 | TMalfmection | Thirdparty | Nomual Tntentionally | For asset functions of VMG.
Threats and vulnerabities within an IT3-3 (Roadside) = [roto s = Functions | Mamntenance | operation impersonates an OBD connector
i : I FromOBD- | factory staff | use/maintenance comection  device,  seads
Chins [S] Fabricating zoftwara of the vshicls contral system and Tabla 14 ot isin as TS ) + Device Maintenance: wnaufhorized data, and causes a
sahicle _ information syctom Tabie 14: List of Vulneranitie for S-S Roadeids) malfunction of this functionality
wahicle Chins 5] Fbtisating ystem updats program or Fimware e
ehicle Ching (5] ztalling ) 753 Probem Ares | LT [ risor imieriacs | -
[FRT [ Fegion o 3 gk ' DM meszaoes |An R B nakle & uich [ -
trol (2.9, activate ar oume of mise o e -
wahicle i ememengy vehice
rehicle
(E E; Temparatire (E E; (E E; (E E; (E E;
retiele > r a tnlock corqe doors] > r a. > r a. > r a = R‘> r a.
rehicle -okc an accident
Y
i [—
m.du ke an acadant
= — External sources.. analysi
nmdc £of gatevr [VR2 [ Mezzage zaburation B mem—
o uchicls parameters R o X
e oaorber Eai00 | Srewmeers notweth separaion ve guin seowel (Truck o saEsngin |aumus eniies cosdcame i miss [outvald mezsager i e porsr LAUIE LI~ KU UEARS DASED UIL LI LU e
zommaication, [G] Ghber u anipulstion of O f update rorsnt roorieg 175 meszages
sl [E] Crber Eit [Srrcllonce of rud L tpler g sours sarat oe o0z e ereascasng #]  Labd Who | When (phase) | Why Where/What
eneral [C1 Cyber Eu 00K F holen softurars =nd REUE |2 Foh ket o 1T mezzage: 3 [TMissDos- | Vehicle Maimenance | Accidentally | For asset fnctions of VMG, it
EuO0GK | Manipulation (Spoofing) ¢ alsification of VEX mezsages (=9, Nesroyimmrarodlll e orghselisetid Functions- | dealer staff sends 2 large amount of data or
<ommunication [G] Gaber 02.11p during platooning, etc e e o T e e FromOBD- | Mamtenance wenthorized data from OBD
Evir | Information di Eaiacdrop flost or cargo, ste. data [ oo s e |reaenrens e ror s o Device factory staff comector connection device by
quneral I8 Cybor finustrial ezpionags] iazas zuen 32 reaymg snaacang mistake, and causes a
wahicle 5] Cobor Ew s an vekicls iFarmation nazor of this fmetiomaly.
) oree Sy ey oenttcatcn, other saferyreoted meszages _ . i
saicle €1 Cobar o 0L cr i of e fretrericasen ana 4| TDes- Thirdparty | Nommal _ Tntentionally | For asset functions of VMG. it
e Rt m [petnorzaton ot 75 Functions- | Mantenance [ operationuse! uses reverse engineering of the
Eou (eame [ptestonand e FromECU | factory staff | maintenance same product as the E
2 104) e R L e P ey T e Matenance frmmae comered to CANLY,
Eu RrA | Tampered saftwars Binary might be injected inta the faudcky detect and izciate  [can be o3 whie micerence iz “Pda;m B € commect
commanication [C] Guber ication ztrear e reeectea anc mitgate fo e 'm‘“'h“'nds‘md
Ew mria | Dendal of Service attach againgt update server firmware; in this way, it seads a

back-ond [E] Cyber

rallout o critical soPturare updute sndlor unlack of customer
specilic feat
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UNECE WP29: World Forum for Harmonization of Vehicle Regulations

e

ETSI: European Telecommunications Standards Institute (V2X in Europe)

ITU: International Telecommunication Union

lnge s of data from ECU
comected CANLS, and
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THREATGET - THREAT ANALYSIS AND RISK
MANAGEMENT

Domain knowledge

Cybersecurity expertise

.

Modeling knowhow
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= |- - - - current threat
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- S - Traceability from
o —= threats to requirements
'2:’ o " - « Continuous process,

I

integrated with model-
based engineering
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