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Kubernetes is a complex system. It consists
of many components.
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This talk focuses on the container creation, 
which takes place on the node.
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Kubernetes created Containers by talking to
Docker. They dropped Docker – so this
changes. We want to replace that …
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We want to build a container by hand. The 
checklist for creating a Container is:
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts
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The basis of a container is a seperate image. 
This contains all the libraries, config files and 
programs.
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We create an image by using a alpine base

# curl -o alpine-minirootfs-3.9.0-x86_64.tar.gz http://dl-

cdn.alpinelinux.org/alpine/v3.9/releases/x86_64/alpine-

minirootfs-3.9.0-x86_64.tar.gz

# mkdir container

# tar -xzpf alpine-minirootfs-3.9.0-x86_64.tar.gz -C container
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…and install nginx inside the Container

# echo "nameserver 8.8.8.8„ > container/etc/resolv.conf

# sudo chroot container/ apk add nginx
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The process (e.g. nginx) has to be treated as
evil. We have to lock it down, otherwise an 
attacker could steal data and corrupts other
processes
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Namespaces and cgroups are the walls of
containers around our image
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We can examine the used namespaces in 
/proc – we see that many processes use the
same mount namespace
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Create a new mnt namespace! It‘s a copy of
the mount list. Then umount old mounts.
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We prepare the piviot (root) into the
Container and exec the shell (or nginx)
# mount --bind $PWD/container $PWD/container/

# chmod 755 container

# cd container

# mkdir oldroot

# pivot_root . oldroot/

# umount –l oldroot
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# cd /

# exec /bin/sh

# mount -t proc proc /proc

We‘re now inside the container!
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Docker stores the image layers in folders in 
/var/lib/docker
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Docker assembles the layers via overlay(fs). 
This is the root of a container (inside a mount 
namespace)
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We have a seperate filesystem, but the
attacker still has access to devices (harddisk)
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts
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The devices are addressed by major and 
minor numbers, as well as device types. 
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The attacker can break out via device nodes
(harddisk). After that the host is corrupted!
# mknod /dev/sda1 b 8 1

# dd if=/dev/sda1 of=diskdump.bin bs=2048 count=1

# mount /dev/sda1 /mnt

# chroot /mnt
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We changed the root back to the
original filesystem. We broke out!
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The Devices cgroup restrict access to device
types (c, b, …) for specific operations (r/w)
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Create a subgroup „mycontainer1“ and move
the Container process to this restricted one.
(on the host)

# mkdir /sys/fs/cgroup/devices/mycontainer1

# echo ‚b *:* rwm'| sudo tee

/sys/fs/cgroup/devices/mycontainer1/devices.deny

# cat /sys/fs/cgroup/devices/mycontainer1/devices.list

# echo 5966 | sudo tee

/sys/fs/cgroup/devices/mycontainer1/cgroup.procs
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This works. Docker does this too: block 
devices are restricted from read/write.
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Escape via /proc/<pid>/fd and chroot
(overprivileged+no pid-ns)

(CVE-2016-9962)
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We still see all other processes (same pid
namespace). We can use the proc as tunnel
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We have too many privileges (as root, e.g.  We
can run mount or chroot) – let‘s change that!
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts
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Linux split root into multiple Capabilities. We
only need CAP_NET_BIND_SERVICE
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Using su to switch to a user drops all 
Capabilities. Is there a way in between?
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We only need NET_BIND_SERVICE in the
effective set of the child process. Execve
needs permitted+inheritable+ambient to set
effective in the child
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Drop capabilities to only net_bind_service in 
the child process

# capsh --keep=1 --caps="cap_net_bind_service+epi

cap_setpcap,cap_setgid,cap_setuid+ep" --user=www-data --

addamb=cap_net_bind_service --
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Docker drops automatically dangerous 
Capabilities (for you)
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Next up: networking
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts
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We still have a network connection from

the Container to the Host
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We create a new network namespace and 
cables (veth) to isolate the host
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Create a bridge and connect containers and 
or other network interfaces
# export ID=42

# ip netns attach connetns$ID 1443

# ip link add vethHOST$ID type veth peer name vethCON$ID

# ip link set vethCON$ID netns connetns$ID

# ip netns exec connetns$ID ip addr add 192.168.42.2/24 dev vethCON$ID

# ip netns exec connetns$ID ip link set dev vethCON$ID up

# ip link set dev vethHOST$ID up

# ip route add 192.168.42.1/32 dev vethHOST$ID

# ip netns exec connetns$ID ip route add default via 192.168.42.1 dev
vethCON$ID

# ip link add name br0 type bridge

# ip link set dev vethHOST$ID master br0

# ip addr add 192.168.42.1/24 dev br0

# ip link set dev br0 up
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Almost done – is there still a breakout?
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts
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What about malicious images? Are we safe
from hacks?
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Maybe an attacker provided a present for us? 
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Root on the
host

We have to react to compromised or
malicious images! This one uses a suid
binary to escalate to root
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User namespaces got introduced to map a 
user (root) inside the container to a user (>0) 
on the host
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Result: The Container has a new root/file
system (mnt ns), a restricted cgroup for
devices, own network (net ns), restricted
capabilities and restricted user id
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Done! A Container made without Docker. 
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0) Prepare an Image

1) Isolate the filesystem

2) Restrict access to devices

3) Drop user capabilities

4) Isolate network

5) Fix breakouts?
Do try this at home. But not in production!
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Kubernetes moved to the Container Natative
Interface (CNI) and use runc
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OCI provides runc – this is also used by
Docker!
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Now build your own container by hand! ☺
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