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Whoami

root

Whoami

🧑 Robbe Van Roey / PinkDraconian

💼 Hacker Manager @ Intigriti

📷 Security Content on Youtube

🚩 CTF Player

🐛 Bug Bounty Hunter
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I am a stupid hacker
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I am an ethical hacker
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Intigriti

- Bug bounty

- Earn money whilst hacking real 
companies legally
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Bypassing CSPs 0️⃣👉🦸♂️
Because nothing can stop the hackers
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Source Payload Result
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Setting a CSP

The good way 😇

The bad way 👿

👿😇
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• script-src

• script-src-elem

• script-src-attr

• style-src

• style-src-elem

• style-src-attr

• worker-src

• base-uri

• sandbox

• form-action

Directives

Content-Security-Policy: <directive> <value>;

• child-src

• connect-src

• default-src

• font-src

• frame-src

• img-src

• manifest-src

• media-src

• object-src

• prefetch-src

• frame-ancestors

• navigate-to

• report-uri

• report-to

• require-sri-for

• require-trusted-types-for

• trusted-types

• upgrade-insecure-requests
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Values

Content-Security-Policy: <directive> <value>;

• none

• self

• strict-dynamic

• unsafe-inline

• unsafe-eval

• unsafe-hashes

• host

• scheme

• nonce-*

• sha*-*
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The lab
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‘unsafe-inline’

It’s got ‘unsafe’ in the name, what did you even 
expect?
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*
Who thought allowing everything was a good 
idea?
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Only allow loading of scripts from hosts that match *

So that’s every host 😅
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https://cdnjs.cloudflare.com 
'unsafe-eval'

We sometimes need some JS libraries from a 
CDN, so let’s whitelist the CDN!
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https://cdnjs.cloudflare.com 'unsafe-eval'

CDN?

“A content delivery network (CDN) refers to a 

geographically distributed group of servers which 

work together to provide fast delivery of Internet 

content.”

Examples: cdnjs, BootstrapCDN, Cloudflare, 

JSDelivr
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https://cdnjs.cloudflare.com 'unsafe-eval'

‘unsafe-eval’

“Allow use of dynamic code evaluation such as eval, 

setImmediate Non-standard , and window.execScript”
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Only allow loading of scripts from https://cdnjs.cloudflare.com

‘eval()’ allowed 
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Plan: AngularJS XSS

 No regular XSS vulnerability (‘unsafe-inline’ not set)

BUT!

 Angular Templates {{ 1+1 }} => 2

 But in a sandbox (Only limited instruction set) {{ alert() }} doesn’t work

 BUT! Sandbox escapes!!!
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https://cdnjs.cloudflare.com

What if we don’t have ‘unsafe-eval’?
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Only allow loading of scripts from https://cdnjs.cloudflare.com

Does the previous payload work?
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But what if we implement a WAF with a blacklist?

$dangerous_words = ['eval', 'setTimeout', 'setInterval', 'Function', 'constructor', 'proto', 'on', '%', '&', '#', '?', '\\'];
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We look for libraries that have a function that

1. Gets added to the Function prototype

2. Returns ‘this’
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We look for libraries that have a function that

1. Gets added to the Function prototype

2. Returns ‘this’

Among the 4290 libraries, 74 (1.72%) libraries pollute your prototype.

And of these 74 libraries, 12 (16.2%) return ‘this’
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https://www.google.com

We get it! Don’t whitelist CDNs fully!
But surely Google is fine!
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JSONP

JSONP (JSON with Padding) is a historical JavaScript 

technique for requesting data by loading a <script> 

element. JSONP enables sharing of data bypassing 

same-origin policy, which disallows running JavaScript 

code to read media DOM elements or XMLHttpRequest

data fetched from outside the page's originating site.
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‘self’

“Only allow resources from the current origin.”
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PHP Response Buffer 
Overload

Why PHP? Just why?
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In PHP order matters

 Can’t sent body before sending the headers!

But what if there are warnings first?

PHP buffers responses until there are 4096 bytes.

So if the warnings on the page are over 4096 bytes

 The first response buffer is full and gets sent

 Header can’t be sent anymore because body is already sent
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Why I love bypassing 
CSPs?

CREATIVITY



This is where I noticed that a previous talk covered a bunch of 
stuff I was also going to talk about. So here’s some more stuff 

😅



Missing base-uri

This is done WAAAAY too often!



70INTIGRITI  - BYPASSING CSP



71INTIGRITI  - BYPASSING CSP



72INTIGRITI  - BYPASSING CSP



73INTIGRITI  - BYPASSING CSP



74INTIGRITI  - BYPASSING CSP



Quiz time!

😎😎😎
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Title tag

The <title> tag defines the 

title of the document. The 

title must be text-only, 

and it is shown in the 

browser's title bar or in 

the page's tab.
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CSP

Browser will only enforce 

the CSP after it has seen 

the CSP. 
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Links

- XSS Challenges: https://blog.intigriti.com/hackademy/xss-challenges/

- Twitter: @Intigriti / @PinkDraconian

- Bug Bounty Platform: https://www.intigriti.com/

- YouTube: Intigriti & PinkDraconian

https://blog.intigriti.com/hackademy/xss-challenges/
https://www.intigriti.com/

